UNCLASSIFIED

DOD Enterprise Mobility

Samsung Galaxy S20 phone and Samsung Galaxy Tab
S7 tablet

Dual Data-at-Rest (DAR) solution

Devices are considered unclassified when it is
powered off

Integrated components approved by National
Information Assurance Partnership (NIAP)

Security Overview

Utilizes National Security Agency (NSA) Commercial Solutions for Classified
(CSfC) DAR

Registered as a CSfC DAR and Mobile Access Capability Package (MACP) solution
Implements security controls utilizing a custom device baseline

Phone calls securely placed through Cisco Jabber for Classified

Embeds Federal Information Processing Standards (FIPS) IP Security (IPSec)
Virtual Private Network (VPN)

Data-in-transit and dual VPN/data-in-transition protection

Mobile device management (MDM) and policy enforcement

Remote device wipe capability

Advantages

Available for DOD customers and non-DOD Federal Mission Partners
Delivered in partnership with the NSA

Improved screen resolution and battery capacity

Offers Outlook Web Access and select productivity applications

Failover for Voice and Data, international access and device management
Global Service Desk (GSD) support (24x7x365)

Cost and Ordering
Cost

Device Costs: Galaxy S20—$984.00 and Tab $7—5639.00

Infrastructure Fee: $80.12 per month

TP-Link Travel Router One-Time Fee: $34.42

Domestic AT&T Nighthawk Hotspot Service Plan Fee (Mandatory): $12.31 (5GB)
and $13.17 (unlimited) per month

International AT&T Nighthawk Hotspot Service Plan Add-On (Optional): $1.00 —
$60.00 per month, options vary

Ordering

Note: Sunset date for the Samsung Galaxy S7 phone and Tab S3 is expected to be May 2022.

Initiate a new service request via DISA Storefront (DSF)
All devices require a hotspot or router: AT&T Nighthawk hotspot or TP-Link
travel router (no data plan)

For additional information, visit the DOD Mobility Service Portal:

UNCLASSIFIED

https:

DOD Mobility Classified Capability — Secret (DMCC-S) Capability Overview

* 6.2-in, 2400-pixel display on phone
* 11-in, 2560-pixel display on tablet

* Octa-core 2GHz Processor on phone
* Octa-core 1.8GHz Processor on tablet
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Resources and Contacts

DMCC-S NextGen Information (CAC-
enabled): DMCC-S FAQ

Ordering Portal (CAC-enabled): DSF
Public Facing DMCC-S Information
(non-CAC-enabled): DISA Service
Catalog

Secure Mobility Implementation
Team (SMIT):

Email: disa.meade.se.mbx.secure-
mobility-implementation-
team@mail.mil

Call: 301-225-8700

Global Service Desk (GSD):
Email (NIPR): disa.gsd.enterpriseservi
ces@mail.mil

Email (SIPR): disa.gsd.enterpriseservic

Call: 1-844-347-2457: Opt 4, Opt 3

DOD Mobility
Service Portal

disa.deps.mil/ext/cop/dod mobilit
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